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Block Shadow IT and Ensure Only
Trusted Software Runs onmacOS

Maintaining robust security while ensuring operational efficiency is paramount for modern organizations, especially those
managing extensive device fleets. macOS Admins may find themselves flying blind when it comes to what’s actually running
on theirendpoints. This is why Airlock Digital and Jamf have created anintegration that enhances security and streamlines

management for macOS devices.

The native integration between Airlock Digital and Jamf helps organizations define what runs across macOS environments
without disrupting software deployment workflows. Jamf gives IT teams a centralized way to deploy, manage, and secure
Apple devices. When software is deployed through Jamf, it is automatically approved for execution, everything else falls
under Deny by Default application control, so only explicitly trusted applications, scripts, browser extensions, and files are

allowed to run.

Key Benefits

@ Prevent Living off the Land (LOTL) abuse @ Reduced security operations burden
Restrict trusted macOS binaries and scripts Cut down on time spent triaging alerts, remediating
to theirintended use, blocking unauthorized compromised machines andresponding to
execution paths attackersrely on. unauthorized software-related incidents.

@ Trust Jamf-delivered apps automatically @ Strengthen compliance
Applications deployedvia Jamf are Enforce consistent execution policies across every
automatically allowed by Airlock Digital, macOS endpoint, providing auditors with clear,
streamlining policy enforcement. demonstrable evidence of control.

@ Enforce Deny by Default execution control @ Preserve end-user experience
Only known and verified software canrun, Transparent enforcement means users can work
significantly reducing an endpoint's without constant security interruptions.
attack surface.

@ Deliver security without the performance hit

Deny by Default upholds security without sacrificing

speed, usability or operational agility.

Together, Airlock Digital and Jamf help security and IT teams reduce unauthorized software execution, strengthen

compliance, and maintain a better end-user experience across managed macOS fleets.
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